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TRANSBORDER DATA FLOW DEBATE

The paper attempts to provide an overview
of the current debate on transborder data flow.
It is divided into five sections. The first section
provides the definition and basic concepts of
transborder data flow. Traces the recent de-
velopments in computer and communication
technologies and the emergence of computer-
communication networks. Describes the reasons
and advantages in the international transmission
of information. Lists out the broader issues
currently under discussion in the transborder
data flow debate. This is followed by discussion
on the concern for these issues in different
countries and how they are perceiving them in
their national informatics policies in the next
section. The next two sections describe the type
and volume of data being transmitted and the
various actors and participants involved in the
transborder data flow debate. The final section
discusses in detail the issues involved in the
whole debate namely that of personal privacy;
national sovereignty, independence and power
and the social; cultural, and economic issues
arising as a result of international transmission
of information.

1. INTRODUCTION

Transborder data flows are broadly defined as
units of information transferred and processed
in more than one nation state. A variety of
similar terms such as "transnational data flows"
and "transfrontier data flows" are also used. In
Europe, the term "frontier" is preferred over
"border". However "border" and "frontier"

Vol 29 No 2 June 1982

B.M. GUPTA
S.P. GUPTA
National Institute of Science Technology &
Development Studies, CSIR Complex at NPL,
Hillside Road, New Delhi-l10012.

seems to be interchangeable. The terms "data"
and "information" are used synonymously in
the transbordcr data flow debate. In the present
context the "data" refers to a set of organised
symbols capable of machine processing and
transmission. "Information" implies a higher
class of data intelligible to human beings. It
will also be appropriate here to make a distinc-
tion between computer and communication
technologies. Seitz [1] defines communication as
an activity in which the quality of information is
preserved without any alteration of its contents.
Data processing, on the other hand, improves
the quality of information by transferring or
manipulating it. Transborder data flows occur
when ex traterritorial data processing functions
operate at one or more than one termination
point in a communication link.

The problem raised by trans border data flow
finds its antecedent in the rapid developments
and subsequent convergence of computer and
telecommunication technologies. Over the last
decade, rapid developments have taken place in
computer and telecommunication technologies.
Each of these separate developments in its own
way has constituted a revolution in our capa-
cities to handle and transmit information - at
greater speed with greater precision, and with
the capacity to deal with greater quantities of
information. Computers, in less than two de-
cades, have gone from large-scale centralised
super-adding machines used mainly for specia-
lised purposes, to worldwide network of shared
systems. The main trends in this are still towards
smaller, faster, and cheaper technologies. Recent
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developments in micro-miniaturise d circuits give
enormous gains in the performance and reliabi-
lity with dramatic decrease in size and costs. The
microprocessors now rival in capacity and per-
formance compared to room-sized computers of
twenty years ago. As a result of these develop-
ments, the extended use of computers and their
ancillary systems have pervaded many areas of
human activities. Large areas of production,
service, maintenance and routine information
handling of all kinds have come under auto-
mated control. Such operations are today
increasingly interlinked. This increasing inter-
dependence of these systems in agricultural
and industrial production, energy, transport
and marketing management and financial
operations has been characterised as a new
symbiosis between human and machine. The
impact of this new symbiosis has already been
considerable on various activities of present
society.

Similarly, telecommunication has developed
through earlier telegraph, telephone and telex
systems to a complex global network embracing
all of these as well as radio, television, micro-
wave and. satellite relays, carrying personal
messages; commercial, economic, political, sci-
entific and military information. Taken to-
gether, the above two sets of technological
developments constitute a core change in the
sustaining basis of human society. It is not just
the computer and its impact on telecommunica-
tion with which we axe concerned here but with
the convergence and interaction of these de-
velopments to create a radically new informa-
tion and communication environment. The new
environment has made possible the following
things:

i) Communication by data users and
data suppliers can become instan-
taneous, inexpensive and ubiquitious;

ii) Terminals in one country GUl com-
municate with other terminals or data
bases around the world either on a
real time or store or forward basis,
without human intervention of any
kind;
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iii) Communication and computer links
can be used on a point-to-point or
network basis and in either direction;

iv) National and international informa-
tion networks are emerging with
having remote access to "host com-
puters"; and

v) Distance and geographical barriers are
becoming virtually irrelevant in a cost
or operational sense.

The most significant development has been
emergence of the international information
networks which are responsible for the 9rt'er-
national transmission of information. ~e are
several reasons why data or information may be
passed from one country to another. The owner
or user of data may wish to share and control
processing facilities or to make use of a central
data bank. Often, there are considerable finan-
cial benefits and added convenience from such
centralisation. Many organisations, of course, are
inherently international whether in terms of
their purchasing or selling or other trade, or
whether they are a part of a corporation which
operates in several countries. There are also
certain activities which by their nature, can
only exist if there is an international com-
munication, e.g. international banking and
credit, airline reservations; world meterological
cooperation. Similarly, the pooling of inter-
national resources and ideas for scientific and
technical research are examples of the need for
in ternational communication for the furtherance
of international cooperation. For all the reasons
mentioned above, international data communi-
cation in one form or another is essential.
International transmission of data are already
producing substantial benefits for large inter-
national companies either through more effi-
cient management or computer resource sharing.
It has also facilitated international co-operation
in many areas of "'scientific research, namely
weather forcasting, oceanography, etc.[2].

The transmission of data over telecommuni-
cation circuits began in the 1950's, with the
early establishment of airline and defence net-
works. The technology developed by these
pioneering systems began to see its applica-
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tions in mid 1960's in banking, corporate
management, government, time-sharing bureaus
and so on. The airline and defence network
have had an international dimension almost
from the begining, but until the end of 1960's,
other systems using data transmission were con-
fined to a single country, with very few' excep-
tions. The growth of international data trans-
mission is thus essentially a phenomenon of the
1970's. The speed, accessibility, and interactive
capability provided by developments in inter-
national networks do make a qualitative differ-
ence to the way in which data can be shared
and used and to the interdependence of the
parties at each end of the link. At the same
time, the intangible nature of data transmission
and the difficulties of monitoring what is being
sent adds to the concern over possible misuse
and undesirable cultural, social and economic
effects. These concerns fall into following three
broad areas:

i) The privacy and security of personal
and corporate data, particularly where
it may be transported to or accessed

. from another country which may have
low standards of privacy and security
than the country where the data orgi-
nate;

ii) The increasing international indepen-
dence created by sharing of data or
computing resources between coun-
tries and the resulting vulnerability
of one country to events or decisions
in another which are outside its con-
trol; and

iii) The danger of the concentration of
data processing facilities in some
countries, with a resulting loss of eco-
nomic opportunities and capability.
Furthermore the vulnerability of the
concentration of data, both inside and
outside of a country's boundaries, can
pose a threat to its national security.

2. NATIONAL POUCIES AND CONCERNS

When the various countries in the world con-
sider their information policy issues with which
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they are faced, they must consider not only the
domestic concerns, but also the implication of
the international flow of data for their own
situations. Broadly speaking these international
concerns are focussed on:

i) Major role played by the United
States in the supply and use of infor-
mation resources. At present 85 per
cent of the world supply of computers
and computer data is in the hands of
10 western companies and IBM pro-
vides almost half of it (Table 1)[3]. A
bulk of data bases are also located in
the United States (Table 2)[ 4]. These
data bases account for 80 per cent of
the worldwide transmission and pro-
cessing of information. Also a consi-
derable portion of official and govern-
ment information relating to western
European countries is held in USA
data banks. There is a considerable
fear that the existing trends, if un-
checked will lead to an unhealthy
American dominance over other na-
tion's economic, social and cultural
values. The European, Japanese and
other Governments with substantial
investments in domestic information
industries have already begun to view
the continued American dominance
with alarm. These nations, being
strongly apprehensive of the increas-
ing dominance, now aspire to streng-
then their own information sector for
reasons of national prestige and more
importantly, for the present and
future trade advantages the informa-
tion products and services might
bring. Despite a growing manufac-
turing capability, these nations also
fear the loss of domestic and foreign
markets to American firms offering
sophisticated information processing
services. They are, therefore, now very
much concerned to protect their local
industry by augmen ting and reorga-
nising their indigenous resources and
facilities.
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Table 1
1l.a'novel' of wading informatics coIpol'ations,1978

In US$m

17.000 IBM (USA)
2140 Burroughts (USA) rl1970 Sperry Univac (USA)
1868 Control Data (USA) rf1620 NCR (USA)
1602 Digital (USA)

iJ1600 H.I.S. (USA)
1590 Fujitsu (Japan)

1
J

1066 S11-HB (France/USA)
1039 ICL (U.K.) 1

Table 2
Reference data bases and data base records

Geographical distribution, 1975-79

(In NurOOer)

Area' YEAR
1975 1977 1979

United States of America
Number of data bases 177 208 259Number of records 46 58 94
(millions)

Other Developed Market
Economies

Number of data bases 124 154 269
Number of records 6 13 55
(mi11ions)

Total:
Number of data bases 301 362 528
Number of records 52 71 148
(mi11ions)

ii) In many instances the challenge is
perceived not due to United States
government but more specifically
from the multinational corporations,
which have acquired supernational
powers and are independent of any
local govern mend control. The multi-
national corporations which are ex-
pected to account for 16-20% uf the
world output by 1985, are engaged in
a substantial amount of transborder
data traffic.
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The concerns about transborder data flow
vary from country to country. However, it is
well documented in some reports commissioned
and submitted in few countries namely France,
Canada and Sweden. The French government
has initiated a number of steps to ascertain the
impact of data flow on French economy and
citizens. The Norce-Minc Report of "L' Infor-
mation de la societe"[ 5] submitted to the
French Government in June 1978 is a compre-
hensive catalogue of French concern about the
role of United States in computing, data pro-
cessing and telecommunications. The report
makes the following points.

i) the "information of society" will have
serious social, economic and cultural
consequences for France;

ii) foreign firms (primarily IBM) must
not be allowed to be instruments of
foreign (primarily United States) domi-
nance;

iii) Post, Telephone and Telegraph Admi-
nistration should be restructured so
that telecommunication can be re-
directed to work more closely with
other high technology agencies;

iv) mastery of component technology is as
important as nuclear mastery for
national independence;

The above report represents a serious French
commitment to retain or achieve control over.
the future information industry. The French
Government prodded by the Norce-Minc report
is also now considering alliances with other
European administrations in the area of tele-
communications, computers and electronics to
combat American companies. In addition, the
Government has set up a special commission on
"Transborder data flow" in 1979 to report
directly to the President of the Republic.

For the last ten years the Canadian Govern-
men t has also been trying to establish and main-
tain an information-communication policy. As a
result, a number of government reports have
been produced in this area. The report entitled
"Telecommunication and Canada"[6] popu-
larly known as "Clyne Report" submitted in
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1979 in particular considers the implications
of transborder data flows for Canadian sovere-
ignity. According to this report Canada is in-
creasingly reliant on foreign (primarily United
States) computing services. It stresses the need
to avoid the dependence and reliance on Ameri-
can technology. The report suggests that the
only alternative solution lies in the cooperative
development of a national strategy to protect
Canadian interests and derive the greatest
benefit from the development and use of infor-
matic technology available in Canada. To this
end the Committee made two recornmenda-
tionsr-

i) The Federal Government, in agreement
with the governments of its provinces
and the private sector, should stimulate
the development of plans for the crea-
tion of Canadian-owned private data
banks, as well as other similar agencies
funded by governmen t aid and other
incentives should be devised for that
purpose;

ii) the government should act immediately
to regulate transborder data flows to
ensure that we do not loose control of
information, vital to the maintenance
of national sovereignity.

The report concluded that Communication
technologies are developing so rapidly which
poses threat to Canadian soverignity in both
its cultural and commercial aspects.

In Sweden the "Committee on the Vul-
nerability of Computer Systems" [7] which
was set up by the Ministry of Defence at the
behest of the Cabinet, under-scored several
political, legal and economic problems, result-
ing from extensive computer use and foreign
data flow. It stated that "vulnerability" is due
to several factors: chief among them are de-
pendence on foreign sources; and manpower
dependence. The main cause of present vul-
nerability is that there has been no governmental
control over the development which has led to
the highly computerised society of today.
There has beer. no overall assessment of the
risks entailed in the entire field of civil sector,
much less for the country as a whole. The lack
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of awareness of vulnerability problems is not
unique in Sweden. There are several other
countries both developed and developing, which
have recently shown concern over the problems
of transborder data flow. Some of these coun-
tries have been expressing these concerns at the
various international forums, conferences and
meeting, etc.

3. TYPE OF TRANSBORDER DATA FLOW

Before debating on the various issues and factors
involved in transborder data flow, it will be
worthwhile to know what type of data flow are
actually involved. There are four types of data
that are considered under this area. They are:
operational data, financial data, personally
identifiable data, and scientific and techni-
cal data. Operational data consists of those
transborder data flows that support organi-
sational decisions or that sustain certain ad-
ministrative functions. In this area most of the
international data flows normally consist of
flows between subsidiaries and headquarters of
multinational organisations (corporations, trade
unions, and others). In such cases, data from
subsidiaries are usually processed by the head-
quarters computing facility. Operational infor-
mation maintains vital lines of communication
between parent organisation and its subsidiaries.
The firms that maintain operations in more than
one country and depend upon data communi-
cation links to aggregate and to disperse manage-
ment information may be particularly vulnerable
to restrictions on data flow. Restricting the flow
of operational information is, therefore, a
strong measure that can directly influence eco-
nomic activities. The second category of data
involves actual financial operations that result
in credits, debits and transfer of money. It is
important to distinguish operational data con-
taining financial information from those data
that represent actual currency transactions. The
free flow of financial data permits concurrent
financial arrangements and flow of capital con-
versely. Restrictions on financial data flow can,
however, inhibit trade substantially, with
economic consequences. A third type of data
flow transactions is that which contains a per-
sonally-identifiable information. This informa-
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tion may relate to credit, medical history,
criminal record, employment, travel reserva-
tion or it may simply be a name or identifica-
tion number. There is no accurate estimates of
the proportion of personal data in interna-
tional flows, but it is now recognised as being
small, almost certainly less than 10 per cent.
Although personal data is insignificant in the
total volume, it has achieved widespread atten-
tion because it raises important issues which
are different from those arising in other cate-
gories. The presence of personal information
may require substantially different treatment
due to the restrictions imposed in some states
by legislations. A final type of data flow con-
tains scientific and technical information.
These data might include the results of ex-
periments, surveys, environmental or meteo-
rological measurements, etc. Bibliographical
data bases and the scientific software to pro-
cess raw data are also communicated to the
multinational and scientific community by
computer. Inclusive policies can promote
scientific cooperation and assist in techno-
logy transfer, while exclusive policies deny
these resources to various groups and nations
[2,8] .

3.1 Volume of Data

Although it is not possible to identify fairly well
the type of data flowing internationally, very
little estimate is yet available about its volume
or the pattern of traffic. For the moment, there
are only individual examples to quote. Societe'
Internationale de Telecommunication Aero-
nautique (S.I.T.A.) network carries some
100,000 million characters per year. There is
also some world-wide figure including con-
siderable volume of message-switched telegraph
type traffic available. Such information as is
available suggests that big networks have flows
of the order of 10,000 to 100,000 million
characters per year. A good many more have
flows in the order of 1,000 to 10,000 million
characters per year and below that level it is
hard to justify the cost of even a single point-to-
point international telephone line. In order to
get a better idea about the volume and pattern
of traffic the projected data communication
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study to be commissioned for the European
PTT's by the Eurodata Foundation will go a
long way.

~. ACTORS AND PARTICIPANTS IN TRANS-
BOARDER DATA FLOW

The major actors in transborder data flow are
national governments, industry, international
and in ter-governmen t organisations. Each actor
has some ability to intluence the flow of infor-
mation. Each actor perceives benefits by pur-
suing either exclusive or inclusive policies over
the access, control and use of transborder data
flow. Competition between the exclusive inter-
ests of information control and the inclusive
interests of unrestricted transfer of information
accross national boundaries is the centre of COl'}-

troversy of the transborder flow debate. In-
clusive in terests represents the free tlow of infor-
mation. They wan t to promote increased shar-
ing , use and exchange of transborder data flows.
Exclusive interests on the other hand represents
"Sovereignity over information". They want to
promote controlled use and restricted access.

4.1 National Governments

The national governments are and will remain
the most significant actors in trans border data
flows. They take various roles in addressing the
problems raised by transborder data flows:
that of the governing policy-making authority;
that of a user of information resources in each
country; and that of supplier in most countries,
of telecommunication facilities.

Major trans border data flow policy issues
must be addressed at the governmental level. No
fully adequate tradition for dealing with these
matters exists, and yet there is a growing aware-
ness of their importance. The broadest aspect of
government involvement, then, is that of policy-
making authority, with a wide variety of con-
cerns of a political, economic, social and cultural
nature.

The government has been the largest user of
information resource including computing, data
processing, telecommunication facilities and
services. Usually the single largest customer for
these resources, the government is and should be
concerned primarily with cost availability, re-
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liability and other ordinary commercial inci-
dents of market place.

The national government, as a supplier,
complicate matters even more, with the tele-
communication being a government monopoly
in most countries (The United States being the
Chief exception). Historically, the Post, Tele-
phone and Telegraph Administrators (PTT's)
have led the classical life of the protected mono-
polist who can ignore market considerations and
especially customer preferences more or less at
will. In recent years there has been growing
tension between many PTT's and their larger
customers, often multinationals, who use
modern electronics to configure on a cost
effective basis the raw circuits provided to
them by the PTT's. Private line circuits or
communication channels dedicated to a parti-
cular customer have been the backbone of
most international data networks [9] .

4.2 Industry

There are various categories of actors involved
in this section. In the first category falls the
suppliers of goods and services used in the
information field such as computer manufac-
turers, software suppliers, providers of data
base services, and terminal equipment manu-
facturers. The second category consists of pri-
mary commercial users of such services namely
multinational enterprises, commercial airlines,
direct mailing companies, credit firms, energy
suppliers, and manufacturers. The multina-
tional corporations play the key role. They are
both principal suppliers of necessary infra-
structure and users of infrastructure, be it for
corporate management purposes or for the
provision of international data processing and
informati1on retrieval services. In fact corporate
transborder flow takes either through in ter-
corporate channels or among corporations in
closed user-group networks.

The third category of actors are some of
the enterprises which own and operate com-
munication facilities. There are number of
private communication carriers and intema-·
tional data network organisations, Various
communications carriers are permitted to
transfer computer-related data through inter-
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national networks. Examples of this category
are RCA Global Communications, ITT World
Communications, and Western Union Inter-
national which offer such services to selected
countries. Transmission rates and realiability
both tend to be lower through these carriers.
Therefore, these services are not widely used.
As far as international data network organisa-
tions are concerned, they are normally owned
and operated by a group of subscribers for
some common usage. Examples in this category
can be of S.W.I.F.T. (Society for Worldwide
Interbank Financial Telecommunication) an
International banking network and the S.I.T.A.
(Societe Intemationale de Telecommunications
Aeronautique), an international airlines net-
work. The previous banking network is owned
and operated by a consortium of banks. It links
nearly 600 banking organisations with close to
1000 branches in 17 countries of Europe,
Canada and Brussels and Amsterdam and carries
120,000 messages daily for customers: tariff
transfer, bank transfer, foreign exchange,
interest payment, deposits, confirmation of
debits and credits, and other statements.

The fourth category of actors are enter-
prises known under the label of "Data Process-
ing Bureaus". They provide data processing,
storage and retrieval services. Examples in this
category are COMSHARE, CYBERNET, IN-
FONET, MARK-III, TYMSHARE (The parent
corporation of TYMNET). These bureau offer
their powerful and highly sophisticated hard-
ware for two major types of services: time
shared data processing and data-base informa-
tion retrieval. In addition, they provide complex
software package which are often directed to
highly sophisticated needs, and frequently allow
access to large data bases. Since these services
are offered on a cost-shared basis and with all
the necessary in-house expertise and support
capabilities, many organisations find them
cheaper than to maintain their own computer
and telecommunication capabilities.

In the fifth category falls those enterprises,
which combine both the functions of private
data networks and data processing services
bureaus. They have recently emerged and popu-
larly known as value-added networks. Such net-
works serve two functions: that of leasing com-
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munication lines from other communication
carriers and adding enhanced data transmission
capabilities dedicated to data transmission for
processing, storage and retrieval purposes. Such
networks operate both on a regional level such
as EURONET as well as in international frame-
work such as TELENET and TYMNET. The last
two are so far the only publicly accessible inter-
continental networks that exist today. A num-
ber of such network services are planned for
1980's also. They include Satellite Business
Systems (SBS) and Xerox Telecommunication
Networks. American Telephone and Telegraph
Company (A.T. & T.) has also plans for an
advanced communication services to compete
with these new data networks.

4.3 International & Inter-Governmental
Organisa tio ns

These category of org.misations playa signifi-
cant role in trans border data now debate.
Their, actual use or computer communication
is probably quite small; however, these orga-
nisations provide an arena both for con trolling
data com~unication technology and for debat-
ing and resolving conflicts about the trans-
border data flow directly as well as indirectly.

One of the main inter-governmental organi-
sations - in this area is International Telecom-
munication Union (I.T.U.), a specialised agency
of the United Nations. Although the I.T.U. ope-
rates no communication facilities yet its plan-
ning, standard setting and coordination func-
tions extend to telephone, telegraph, broadcast-
ing and data communication. Most of the per-ma-
nent work of the I.T.U. is performed through
its International Telegraph and Telephone
Consultative Committee (C.C.I.T.T.), and the
International Radio Consultative Committee
(C.C.I.R.). Administrative conferences held
under I.T.U. sponsorship have considerable
authority to establish important interna-
tional practices, such as the allocation of radio
spectrum frequencies, etc.

The I.T.U. has not directly addressed trans-
border data flows issues but has dealt increas-
ingly with setting standards and tariff principles
for international data networks. There are also a
number of regional telecommunication organisa-
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tions such as the Conference Europeenne des
Administrations des Postes et des Telecommuni-
cations and the Asia-Pacific Telecommunity,
which attempt to coordinate the regional plan-
ning of facilities and to promote otller co-
operative activities. One international organisa-
tion also serves as a carrier of international tele-
communication traffic and operates its own sys-
tem of communication satellites. It is the Inter-
national Telecommunication Satellite Organisa-
tion (LN.T.E.L.S.A.T.).

A number of similar other organisations
which have been directly involved in the de-
bate are: The Council of Europe, Organisation
for Economic Cooperation and Development
(OECD), The European Communities, the
Inter-Governmental Bureau of Informatics (IBI),
ete. The Council of Europe started the work en
privacy aspects of the medical data of indivi-
duals in the early 1970's. In 1973 and 1974, the
Committee of its Ministers adopted two resolu-
tions concerning the privacy of individuals vis-a-
vis electronic data banks in the private and pub-
lic sectors respectively. The subsequent work of
the Council in this area ended up in a treaty to
deal with the broader issues of personal privacy.
This treaty places obligations on data users and
confers right of privacy on data subjects, and it
allows a country with national privacy legisla-
tion to restrict data flow only to countries
where no equivalent legislation exists. The
O.E.C.D. interest in transborder data flow
started as early as 1969 as a result of its report
in 1971 on privacy protection. In July, 1974 it
organised a seminar on policy issues on the pro-
tection of privacy. In order to obtain more
evidence on the nature of problem, O.E.C.D.
organised a broader seminar on the theme
"Transborder Data Flows and the Protection
of Privacy" in September, 1977 at Vienna which
discussed the broader aspects, notably taking
into account the recent development in data
networks. Subsequent to the Vienna sympo-
sium, a new High Level Expert Group on Trnas-
border data barriers was created in the early
1978. This group subsequently developed guide-
lines which are intended: to bridge between the
privacy protection situation now developing in
many European countries, and the one develop-
ing in non-European O.E.C.D. Member coun-
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tries; and to create a more homogeneous inter-
national data regulation environment. The
European Economic Community, primarily a
geo-political organisation has mainly concent-
rated on economic and trade aspects of the
question. It has carried out studies concerning
the problems of harmonisation of national
legislations within the community, the prob-
lems of data security and confidentiality, and
the nature of transborder data flow. A Sub-
Committee of the European Parliament held a
public hearing on data processing and the right
of individuals in early 1978. Its work has re-
sulted in placing to the European Parliament in
spring 1979 a report which was subsequently
adopted by it in spring 1979. Subsequent work
of the community has given some consideration
to the drafting of a Directive to create a com-
munity for the exchange of data among
countries. The International Bureau of Informa-
tics (I.B.I.) an European and Third World Trade
oriented group, has also considered trans border
data flows, though largely in the context of
Third World concerns.

The United Nations has been indrectly con-
cerned in trans border data through its "Com-
mittee on Peaceful Uses of Outer Space".
However, UNESCO has shown concern in this
question which has been mainly concentrated
on mass media aspects of transborder flow.
Its recent Me Bridge Commission Report, has,
however, dealt with data question: This re-
port calls for an assessment of overall traffic
structure of the international data transmis-
sion that presently discriminates against develop-
ing countries. It advocates better accessto satel-
lite collected data on earth resources, crop
growth, ore deposits to developing countries
from developed countries. There are other
organisations also, which have from time to
time dealt with these questions, namely, Nordic
Council and various non-governmental organisa-
tions such as the In ternational Federation for
Information Processing (IFIP), Inter-govern-
mental Council of Automated Data Processing
(ICA), etc.

5. BROADER ISSUES INVOLVED

, 5.1 There has been growing public concern,
especially on the international transmission of
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personal data. These public fears have persuaded
many governments that special legislation is
required to regulate the use of personalised data.
Of the OECD member countries, more than one-
third have so far enacted one or more laws,
which among others are intended to protect
individuals against abuse of data relating to them
and to give them the right of access to data with
a view to checking their accuracy and appropria-
tions. In the federal states laws of this kind may
be found both at the national and at the state
or provincial level. Such laws are referred to
differently in different countries. Thus, it is
common practice in continental Europe to talk
about "data laws" or "data protection laws"
whereas in English speaking countries they are
usually known as ''privacy protection laws". The
debate about data flows goes further than pri-
vacy. Countries are often worried that they are
sending too much information to foreign nations
for processing or that they rely too much on
outside countries for other computer services.
Therefore, they may on purely technical
grounds use their privacy laws to restrict the
movement of data.

In the United States there are many privacy
acts at the national, state, and local level and
considerable' attention is paid to the private
issues within the private sector. The U.S. States
have drawn these laws without referring to data
processing as such: privacy protection is re-
garded in the United States as the civil and
human rights issue not one of economic and
industrial regulation. The U.S. policy on the
personal privacy aspects of transborder data
flow is built around the notion of free flow of
information and the desirability of maintaining
that free flow so far as possible and so far it is
compatible with other human rights.

A number of countries namely: Sweden
(1979), West Germany (1977), Denmark (1978),
Norway (1978), France (1978), Austria (1978),
Luxembourg (l979) besdies Australia, Canada
and New Zealand, have enacted laws in this
direction. These laws have a number of common
features. Nearly all of them place restrictions
on the export of personal data and usually
demand the existance of comparable law in the
recipient country. These are limitations on the
length of time data can be stored, ~!Hl rC;'lI':1-
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tions on secondary use, sharing and dissemina-
tion of data, There are remarkable differences in
the United States and European laws which are:-

i) Europe has chosen the "Omnibus"
approach: as comprehensive regime of
public law. The U_S_ has opted for a
series of privacy laws that cover differ-
ent subjects, Relevant laws concern:
credit registration (1971), federal data
banks (1974), and student records
(1975);

ii) In European countries, the existing
privacy laws cover the public as well as
private sector, whereas in USA and
Canada, mostly the public sector is
subject to privacy legislation so far;

~
iii) Most European Governments have

adopted some form of government
machinery to monitor the implementa-
tion of their privacy protection legis-
lation; in the USA on the other hand,
no special federal agency or commis-
sion has been created;

iv) In USA, most of the privacy laws refer
to physical persons only. However,
recent laws passed by some countries in
Europe cover legal entities i.e. such as
multinational corporations. This en-
ables a country to relate industrial,
financial and commercial information
as well as personal data. Norway,
Austria, Denmark and Luxembourg
have all extended their privacy laws to
cover legal entities, whil.e France suc-
ceeded to pressure from multinationals
on this point and restricted the law to
physical persons for the time being.

v) Additionally United States laws apply
only to its coun try's citizens while in
Europe, reciprocal, agreements among
nations provide protection for the citi-
zens of all participating countries. This
assymetry could preven t the United
States from obtaining information from
foreign countries.
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Some limited progress has been made in de-
veloping guidelines to coordinate conflicting
national legislation. The OECD has set up such
guidelines, but they are volun tary, and several
countries are reluctant to enter into the agree-
ment. The guidelines attempt to reconcile some
basic differences between United States and
most European Nations. Outside the OECD, the
Europeans have adopted a binding treaty within
the Council of Europe. The treaty placed obli-
gation on data users and confers right of privacy
on data subjects and it allows a country with
national privacy legislation to restrict data flow
only to countries where no equivalent legisla-
tion exist] 10,11].

Although privacy laws have been widely dis-
cussed over the last few years, but the inter-
national transmission of personal data is very
small except in banking, credit control, travel
application, etc. It is generaU,y observed that a
great deal more transborder thffic relates to
sensitive corporate information. This data is
as sensitive as personal data. Transborder data
flows restrictions are not limited to industrial
nations alone. Increasingly, less developed coun-
tries fearing "electronic colonization and elec-
tronic imperialism" have adopted the righ t to
exercise the control over all information ga-
thered within the borders of national-state.
According to a recent survey of Inter-Govern-
mental Bureau for Informatics (IBI) a number
of developing countries have indicated their
intension to regulate the transborder data
flows. While considering individual countries,
Brazil is the only developing country which
has the most sophisticated legislation. Im-
ports of computer and data services are closely
scrutinised by the government and prior ap-
proval must accompany all export. It grants
only temporary authorization for access to
its information sources. It is also contemplat-
ing the. creation of national register of data
banks and applying tariffs on information
services. In other developing countries namely
Veriezuala and Algeria, there is an embargo on
the foreign movement of data related to oil
production. Mexico has put a condition that
their foreign flow of information of Mexico
origin be <'subject to rules that regulate the
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circulation of information on grounds of na-
tional interest[12].

5.2 National Interdependence, Sovereignity and
Power

The international transmission of information
does lead to national interdependence in many
situations. The advantages of using remote data
processing facilities for sharing expensive faci-
lities had led to situations where users in one
country become dependent on the reliable
operation of facilities in another. For example
several national airlines use seat reservation
systems belonging to and located in a foreign
country (e.g. AIR IRAN uses the KLM com-
puter in Amsterdam) ,

Another example of this type can be seen in
the case of computerised banking system called
S.W.I.F.T. (Society for World Financial Informa-
tion Transactions). This system allows finance
houses to buy and sell in world market and to
make loans anywhere at any time. It means that
money can be moved around the world with
greater rapidity and without any physical or
legal hindrance. S.W.I.F.T. handles 300,000
transactions at a time, some of considerable
size beyond all national control. This system
generates a kind of "stateless money" huling
around. the globe potentially creating interna-
tional currency instability as it moves. In the
hands of a hostile power, S.W.I.F.T. could be
devasting t tool. Besides increasing the velocity
of international money and causing currency
and stock fluctuations, such devices could
create a kind of electronic "free port" where
funds can be placed in unregulated market
[2,13] .

Fears have also been expressed that as
national interdependence increases the acti-
vities of a country to control its own affairs
will be reduced, thereby infringing on its so-
vereignity. Certainly the increasing influence of
multinational companies in the trade and in-
dustry of many countries has resulted in data
relevant to day-to-day functioning of a country
being held outside its borders. If this data is
withheld for some reasons then the industry
and trade of the affected country may be put
at risk. Furthermore, if the multinationals
hold vital data relating to the operations of the
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company in distant computers then the ability
of a government to direct the operations of
that multinational in its area of authority is
reduced.

Also once the data is exported they often
move outside the jurisdiction of domestic
courts of law. Sometimes national sovereignity
interest may compel disclosure of information
contained in transborder data flows or may
order denial of such flow. Data communication
networks are vulnerable to interceptions and
contents of their transmission can be disclosed
to unauthorised parties. Valuable interlligence
is gathered from monitoring such communi-
cations and surveillance is performed routinaly
by countries who want to learn about the acti-
vities and groups in their own countries.

The misuse of data for political purposes
constitute another important facet of national
sovereignity. Threats of economic sanction may
in future be an increasing common international
means of pressure to attain political aim. If a
country is highly dependent on imports of
computer equipment and services, automated
data processing (ADP) sector may become an
attracted target of attack in different forms of
economic warfare. Even a limited blockade
against the import of spare parts would very
quickly have serious affects.

Another spectacular example in this field
is that of remote sensing by photo satellites.
These satellites (spies in the sky) are used to
survey the earth and its diverse features includ-
ing agriculture, forest, ocean and mineral re-
sources. A large amount of data is regularly
collected about various countries through these
satellites. At present, only few countries namely
United States, Soviet Union, etc have the
capability of making and launching remote
sensing satellites on one hand and the process-
ing electronically the data collected by these
satellites on the other hand. The differential
capacity to sense the earth and interpret the
data has placed many countries at a serious dis-
advantage. On the basis of technological supre-
macy the United States has developed large
data bases on the resources of developing
countries. The United States launched the
"LANDSAT Program", consisting of a series
of satellites under the auspices of National
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Aeronautical and Space Administration (NASA)
in 1972 as a part of broader resource monitor-
ing and assessment system. To-date the raw
data secured from remote sensing has been
made available by the United States government
to other governments at a nominal cost. How-
ever, the processed data is handled quiet differ-
en tly, normally treated as "proprietary infor-
mation".

This form of data gathering through re-
mote sensing poses two issues both affecting
national sovereignity. First, there is a basic
inviolabity of national space. Second, there is
an unequal capability to use the data derived
from remote sensing. As one report carefully
notes "there is a little doubt that sophisticated
institutions can use remote sensing technology
to increase the economic and political power
relative to less sophisticated institutions. Know-
ledge of likely oil deposi ts, projection of crop
yields and better estimates of mineral concen-
tration can help developed countries and their
multinationals possessing remote sensing techno-
logy to make better political judgemen ts, re-
warding bids in international market and better
bargaining position vis-a-vis developing coun-
tries". Consequently, we find that many multi-
national governments in satellite venture. An
example of the category can be seen in the
United States "Sterosat Spacecraft", to be
funded join tly by the United States governmen t
and its petroleum and mineral multinationals.
Also the growing usefulness or remote sensing
technology has made the United States multi-
national coporations to push for shifting the
LANDSAT System from under NASA to private
ownership. The French too are seeking to enter
the market for remotely sensed data. They have
recently formed a company SPOT-IMAGE
which will acquire, process and sell remotely
sensed data. In the future a large number of
companies are likely to enter in this field [14,
15).
5.3 Economic Issues

There are important claims that certain na tional
policies in trans border data flow regulation have
economic and trade under-curren ts. A clear
idea of this economic under-currents can be had
from a report entitled "Telecommunication and
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Canada" brought out in 1979 by Canadian
Governmen t. According to this report Canada is
increasingly reliant on foreign, primarily United
States computer services. When 400 Canadian
subsidiaries of United States companies were
approached it was found that in 1978 some
$ 300-350 million dollars worth of computer
services. were imported from United States
services headquarters, with an increase of about
$ 15 million estimated by 1985. Further it was
expected that as a result, about, 23,000 jobs in
computer services will have been lost to the
Canadian economy by that time. This has led
to the poten tial of growing dependence than
independence in the development and utilisa-
tion of advanced information technology, the
loss of employ men t opportunities in addi tion to
balance of payments possibilities.

The transfer of employment which result
from foreign data processing is more than
short term loss, it is contended. However, these
threats to employment hit hard at a period when
the countries have large number of people with-
out jobs. They influence governments to either
reduce foreign flows or impose taxes (VAT) or
tarrifs (for lost domestic business) on enriched
data which is processed and then returned to
the originating country. Concerns alongwith
these lines were also made by a number of
countries. They think that setting up of an
international information trade could disturb
"balance of paymen ts" in a way which would
be difficult to handle, given that these exchanges
do not appear in custom statistics. They men-
tioned the fact that information being intangible
is not identified in trade statistics. Therefore,
its economic dimensions arc not measured by
the major international organisation (World
Bank, OECD, etc.). When more of the implica-
tion of the information economy, are known,
new approaches to the taxation of domestic
and foreign information services will hecome
more clear. At present, however, many coun-
tires are still !Tying to decide how to tax soft-
ware, magnetic tape, disc packs and eards[12].

5.4 Social and Cultural Dimensions

With regard to socio and cultural uspccts, serious
concern has been expressed about the potential
of cultural domination from one country by
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another or from one region by another. This
risk is perhaps greatly exaggerated since ex-
perience shows that opening up to the outside
world is usually accompanied sooner or later by
a substaine d determination to maintain one's
own cultural values in the face of imported
alternatives. It is, however, worth pointing out
that "culture industries" from newspaper to
music business, and even to banks of data are
particularly obgopolitics and prone to domi-
nation by certain groups and values. The re-
moval of barriers can therefore, lead to cultural
imperialism which sometime-accompanied mo-
del of imported developmen t. Even if we look
within the narrow sense of transborder flows
(ignoring TV, etc.) the use of foreign computer
aided learning programmes and use of foreign
videotex, home service may ernphasise foreign
products, values and cultures.
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