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Many cryptographic schemes were designed under the assumption that the private keys involved in the system are perfectly
secure. If the private key of a signer is exposed then security of the system is totally lost. Key-insulation mechanism minimizes
the damage caused by the exposure of private keys in cryptographic schemes. To deal with the key-exposure problem in ID-
based schemes, private keys have to be updated at very short intervals; but it will increase the risk of helper key exposure. In
order to improve the security and efficiency of key insulation mechanism in ID-based signatures, in this paper, we proposed
an [D-based parallel key insulated signature scheme. This scheme uses the bilinear pairings over elliptic curves and is provably
secure in the ROM model with the assumption that the CDH problem is intractable. This scheme is strong key- insulated and
allows frequent key updates without increasing the risk of helper key exposure and hence improve the security of the system.
Also our IDPKIS Scheme reduces the computational, communicational complexity and hence the scheme can be deployed on

inexpensive, lightweight and mobile devices.
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Introduction

Motivated by the concept of the IBC, many ID-
based schemes were designed under the assumption
that the private keys involved in the system are
perfectly secure. In a signature scheme, if the private
key of a signer is exposed then security of the system
is totally lost. To deal with this key-exposure problem,
in 2002, Dodis et al.' developed the concept of key-
insulated mechanism with an idea by dividing the total
life span of the master private key into discrete time
periods and user updates their temporary key to encrypt
some message in a time period. In 2003, Dodis ef al.?
proposed key-insulated signature scheme and then
many efforts have been devoted to development of new
the key-insulated schemes both in PKI and ID-based
settings*®. In 2006, Hanaoka et al.’ and proposed a
parallel key- insulated encryption (IDPKIE) scheme
with two distinct helpers which are alternately used to
update the secret keys. In the same year 2006, Weng
et al.'® proposed an IDPKIE and signature schemes
(IDPKIS). In 2008, Weng et al.!' proposed IDPKIS
scheme using pairings over elliptic curves. In order to
reduce the computational and communicational
complexity in key insulated schemes, in this paper, we
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proposed an ID-based parallel key-insulated signature
scheme (IDPKIS). We prove the security of our
scheme under random oracle paradigm without
using the Forking lemma and hence the security is
tightly connected to the CDH problem!2. We compare
our scheme with Zhou et al. scheme® and Weng et al.
scheme!!.

Preliminaries

In this section we briefly review bilinear parings
and computational Diffie-Hellman problem which
will be used for the construction and security analysis
of our scheme.

Bilinear Map
Let (G4 +) and (G, ,7) are two cyclic groups of
same prime order q with P as a generator in Gg.
A bilinear pairing isamap é: G, X G, = G, which
satisfy the following.
® Bilinear:¥V P,Q € GgandV x,y € Zy,&(xP,yQ) =
ecr,Q”
e Non-Degeneracy: AP € G,,3 & (P,P) # 1.
o Computable: Y P,Q € G,,é(P,Q) can be
calculable using an efficient algorithm.
Upon making suitable variations in the Weil or Tate
pairing one can obtain such maps on elliptic curves that
are defined on a finite field'* ',



AMARAPU & REDDY: EFFICIENT IDENTITY-BASED PARALLEL KEY-INSULATED SIGNATURE 25

Computational Diffie-Hellman (CDH) Problem

For a given tuple ( P,xP,yP ) € G2 and anonymous
X,y € Zg the CDH problem in G, is to compute xyP €
G,.The advantage of a Probabilistic Polynomial Time
(PPT) algorithm A in obtaining the solution of the
CDH problem in G,is Adv$P¥ = Pr[A(P ,xP,yP) =
xyP/x,y € Zg]. The CDH assumption assures that
for any PPT algorithm A Adv5PH is negligible.

Syntax of IDPKIS scheme

In this section we present the syntax of our IDPKIS
scheme. The lifetime of IDPKIS systems is divided
into discrete time periods. The public key of a user is
his /her identity and is fixed for all the lifetime, while
his secret key is updated in every time period. Every
user ID has two helpers which store hsk;, hsk, The
two helper keys are alternately used to update user’s
secret/private keys i.e. hsk, is used in odd time periods
while hsky is used for even time periods. At time
period t, user ID obtains an update key HSK;p ; from
the j™ helper (herej = t(mod2)). Combining HSKp ¢
with the private key d;p ;—, for the previous time
period; he can derive the private key d;p, for the
current time period and d;p, ¢ is used to sign a message
during the corresponding time period without further
access to the helpers. Moreover, due to the fact
that hsk, and hsk, are alternately used, the risk of key
exposure for hsk, or hsky will not be increased, even
if this user’s key-updates frequency is doubled.
Concretely, an IDPKIS scheme consists of the
following five polynomial-time algorithms.

e System Setup: This algorithm run by the PKG by
taking input a security parameters k and (possibly)
a total number of time periods N, outputs a public
parameter params and a master key msk.

e Extract/Initial Private Key Generation: This
algorithm run by the PKG by taking input msk,
params and a user’s identity ID € { 0,1 }* outputs
an initial private key d;p, and two helper
keys hskq, hsky.

e Key Update: This consists of two deterministic
algorithms. One is run by user helpers, the other is
run by user.

Helper key update: This algorithm run by the user’s
helpers by taking as input a time period index Z, a user’s
Identity ID and the j* helper key with j = t(mod2),
returns an update key HSK;p ; .

User key update: This algorithm run by the user
by taking input a time period index ¢, a user’s identity

ID, a private key d;p ;—q and an update key HSK)p, ;

returns a private key djp ¢ .

e Signature Generation: The signing algorithm
takes input a time period index ¢, a message m
and a private key d;p¢;outputs o = (U,V,t)
composed of the time period t and a signature o.

e Signature Verification: The verification algorithm,
on input a candidate signature (¢, o) on m and the
user’s identity ID outputs 1 if (¢, o) is a valid
signature, and 0 otherwise.

Proposed IDPKIS scheme

The proposed IDPKIS scheme consists of five
polynomial time algorithms and the detailed
functionalities of these algorithms are presented as
follows.

e System Setup: This algorithm run by the PKG
takes a security parameter [ € Z* and proceed as
follows:

Generate two cyclic groups G under addition and
G, under multiplication respectively of same prime
order q > 2!, with P as a generator of G,Generate a
Bilinear map ¢é: G, X G, = G,, Picks cryptographic
hash functions Hy, H,:{0,1}* - G,, H3:{0,1}" X
Gm — Zg. Picks random integers and computes Py, =
sP, Phlp1 = hsk,P, Phlpo = hskyP, Also computes
g= é(Ppub, P). Here Py, is the system overall public
key, Ppip,and Ppp, are public keys of the helpers
0 and 1 respectively.

Publishes the system parameters as PP =
(Ga: Gm: q, P: é ) Hl: HZ: H3: Ppub: Phlpli Phlpo: g) and
keeps the system’s master private key(s) the helpers
private keys hsk,, hsky with itself securely.

e Initial Private key Generation: Upon receiving
user's identity ID €{0,1}*, the PKG
computesd,p, o as

dipo = sHy(ID) + hsk;H,(ID, —1) + hsk;H,(ID, 0)
.. (D)

PKG sends d;p ¢ as the initial private key for the
user ID.

e Key Update: This algorithm consists of two
deterministic algorithms.

Helper key update: Given an identity ID € { 0,1 }*
and a time period index t, the j" (here j = t(mod2)
helper computes HSKjp ; = hsk;[H,(ID,t) — H,
(ID,t — 2)] and sends to user ID.

User key update: Given an identity ID € {0,1}" a
time period index t, an update key HSK)p; and the
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private key d;p ;— for the previous time period,
user ID computesd;p; = djp 1 + HSK)p; as the
private key for time period t. Finally the user erases
two values djp ;—qand HSKjp,. Note that thej =
t(mod2),j = (t — 1)(mod2) then the following
equality always holds

dID,t = SH]_(ID) + hSkJ’Hz(ID,t - 1) + hSkJHz(ID, t)
()

e Signature Generation: In time period t, for a given
message M and the private key d;p ., the user
ID chooses 7 € Zz and computes U = g",h = Hj
(ID,M,U,t),V = hdp; + rPpyp. The signature
on M in time period t generated by ID is o =
u,v,t).

e Signature Verification: Given a signature o on a
message M and identitylD, any one can verify
this signature as follows: Letj = t(mod2), j' =
(t = 1)(mod2) : Compute h = H3(ID,M, U, t);
return 1 if the following equality (3) holds;
otherwise it returns 0.

é(P' V) =& (Ppub vhHl(ID)) é <Phsk.uhH2(1D' t— 1))
J
&(hsk;, hH,(ID, ))U .. (3)

Analysis of the proposed idpkis scheme
Proof of correctness

Theorem 1

The proposed IDPKIS scheme satisfies the proof of
correctness

Proof: The proof of correctness of the scheme is
justified by verifying the validity of the equation (3).

é(Pl V) = é(PJ hdID,t + T'Ppub)

=¢ (Ppub: hHZ(ID)) é <Phsk).rl th(ID, t — 1))

Security Analysis

Theorem 2

In the random oracle model, the proposed IDPKIS
scheme is strong key-insulated and is existential
unforgeable against adaptive chosen message and
identity attacks on the feasibility assumption of the
CDH problem.

Proof: We will show how to construct an algorithm
B against the CDH assumption in groupG,. Suppose B
is given a CDH instance(P, aP, bP) € G3. B’s goal is
to derive abP with the help of adversaryA. B plays the
role ofcA’s challenger and works by interacting with
A in a unforgeable under adaptively chosen message
and ID- attack game as follows:

Setup: Algorithm B sets Py, = aP and gives the
public parameters PP to A. Note that the master key is
implicitly assigned to be on msk = a which is unknown
to B.

Queries: Algorithm B responds to a series of queries
made by A adaptively as follows.

H; — queries: When A Queries the H; oracle at a
point ID € { 0,1 }" algorithm B maintains a H; — list
of tuples (ID,x,y,v) and responds to A as given
below.

e If the queried ID already appears on the H; —list
in a tuple (ID,x,y,v) then B responds with
previously defined value as H;(ID) = v € G,.

e Otherwise, B picksy € { 0,1 }*, that yields 0 with

probability u and 1 with probability 1 — u.

If y = 0 then B picks a random value x € Z; and
computes H;(ID) = v = x(bP), else H,(ID) =
v = xP.

B adds the tuple (ID,x,y,v)to the H; —list and

responds to A with H,(ID) = v € G,,.

H, — queries: B maintains a H, —list which is
initially empty. When A queries the tuple (ID,t), B
first checks whether H, —list contains a tuple for this
input. If it does, the previously defined value is
returned. Otherwise, B chooses a random integer w €
Zg and computes the hash value H,(ID,t) = wP €
G, and then stores the tuple (ID,t,w,wP) in the
H, —list.

Hz — queries: : At any time A quires the oracle
H; at (ID, M, U, t). B maintains a list referred as H; —
list of tuples (ID,M, U, t,v') and responds to A as
given below. If the quired tuple (ID, M, U,t) already
appears in the H; — list in a tuple (ID,M, U, t,v')
then B responds with H3(ID,M,U,t) =v € Zg.
Otherwise, B picks a random v’ € Z4 and adds the
tuple (ID, M, U,t, v') in the H; — list and responds to
A with Hy(ID,M,U,t) = v € Z;.

Signature queries: When A queries a signature on a
message M for an identity ID of a user in a time
period t , B does the following.
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e Chooses a random integer k€ Z; and
computes U = g*.

o If the tuple (ID,M, U, t,v') in the Hy —list, B
chooses v' € Zgand tries again. Otherwise, B
computes V = v'(xPpub +w Py + WOPhlp) +
k Py, and stores in the Hs — list and responds to
a with ¢ = (U,V) as the Queried signature. All
responds to sign Queries are valid; indeed, the
output (U, V) is a valid signature on M under ID.

Forgery: Finally, A output a forgeable signature

(U*, V™) on a message M* for an identity /D" of a user

in a time period t*. B finds the tuple (ID,x",y*, v*)

from the H, —list and proceeds only if y* = 0;

sincey =0, it follows that H;(ID) = x*(bp). If

succeeds in this game, then we have the following.

ep, v =
é (P,v' x*(abP)) +Wj*'Phlp1 + W Py o+ k*Pyup)

From this, B can derive abP as (x*)7! (vﬂ)_l
[v:— W;’Pnzpl — W} Pryp, — k*Ppup] and  solve  the
CDH instance successfully. But the CDHP is
computationally infeasible by any polynomial-time
bounded algorithm. Therefore, based on the
intractability of CDHP, our scheme is provable secure
and strong key insulated secure in the random oracle
model against the adaptive chosen message and
identity attacks.

Efficiency analysis

We present the efficiency analysis of our scheme by
comparing it with the related and existing IDPKIS
scheme in terms of computation and communicational
point of view. For comparison, we consider point
addition in G, as AD, scalar multiplication inG, as
SM, exponentiation in G,, as EX, hash functions as H
and computation of bilinear pairing (BP). The
following Table 1 gives the comparison of our scheme
with Weng et al. scheme'! In the pairing-based
signature schemes, the pairing operation is the most
time-consuming compared with the other operations

Tablel — Comparison with Weng ef. al scheme

Scheme Computational ~ Computational Communication
cost for Signature cost for Signature cost (Signature
Generation verification. Size)
Weng.etal 1EX+2SM+1 4H + 5 BP [4G,|
[11] H+ 1AD
Ours 1EX+2SM+ 3SM+4H+4 |2G,|
1H + 1AD BP

like addition and hash functions etc. Despite a number
of attempts to reduce the complexity in evaluation of
pairing operation, still the operation is very costly'* !4,
From the Table 1, it is clear that our scheme requires 4
pairing operations whereas Weng et al. scheme!!
requires 5 Pairing operations which means that the
computational complexity of our scheme is less than
Weng el al. scheme!!. Also, the proposed scheme has
2| G, | as signature length whereas Weng er al.
scheme has 4| G, | as signature length and hence the
communicational efficiency is improved greatly than
Weng et al. scheme!!.

Conclusions

In this paper, we presented a new IDPKIS scheme
to deal with key exposure problem in ID-based
signatures. The proposed scheme is provable secure
and strong key insulated. Also this scheme allows
frequent key-updates without increasing the risk of
helper key-exposure, hence enhances the security of
the system. The proposed scheme requires less number
of pairing operations and has the signature size is less
than the existing schemes. Thus the proposed IDPKIS
scheme is efficient in terms of computation and
communication point of view. The security of our
scheme is proved under random oracle paradigm
without using the Forking lemma and hence the
security of the scheme is tightly connected to the CDH
problem. Further, as a future work, we extend our
scheme to construct a PKIS scheme with multiple
helper keys to increase simultaneously the security of
both helper keys and user’s without significant loss of
efficiency.
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