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IN today’s modern era of digital 
connectivity, we use the Internet 
every day and every moment in 

our lives. From smartphones to laptop 
computers and from smart watches 
to huge industrial setups, all use the 
Internet day and night. Most of our 
work is also being accomplished 
through the Internet — ranging from 
bill payments to ordering food and from 
booking of cabs to buying books. 

A survey published by the 
International Telecommunication Union 
in 2017 suggests that around 70% of 
the world’s total youth is accessing 
Internet on a daily basis for various 
purposes (https://www.itu.int/en/ITU-D/Statistics/
Documents/facts/ICTFactsFigures2017.pdf). With 
such a huge population online one can 

imagine the impact the Internet has had 
in revolutionising the way we live.

However, there are still some small 
tasks that the Internet alone might not 
be able to perform. For instance, ever 
so often after stepping out of the house 
we realise that we forgot to switch off 
the fan or light. Can such situations be 
handled remotely? 

Of course, it is possible. It has to 
do with the small little sensors mounted 
on the gadgets communicating with 
each other with our trusted friend the 
Internet converting normal devices into 
smart interactive objects in the physical 
world. This technology is called the 
Internet of Things or IoT. 

This is nothing but a bunch of 
physical entities like devices, appliances, 

vehicles and almost every possible 
gadget under the sun, all connected 
together and exchanging information 
with each other to make our lives 
simpler and unimaginably easy. But, 
how do these entities connect with each 
other to share data and information? 
The answer lies in the finely fabricated 
extremely compact microcontrollers, 
which are small computers themselves 
and are used internally by various 
single board computers like Arduino 
and Raspberry Pi.

Arduino is an open-source 
platform – it is freely available to use, 
modify and distribute – and is quite 
popular amongst the IoT researchers 
and enthusiasts for developing sensor-
based solutions. These solutions are not 
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only limited to controlling other devices 
but can also send live feedback to the 
users in the form of sensor-generated 
data to achieve a large number of goals 
like controlling a light bulb or fan from 
a smartphone, showing real-time level 
of water in a water tank, smart lighting 
solutions that can automatically switch 
on and off when someone enters or 
leaves a room, etc. The possibilities are 
unlimited and are only restricted by the 
extent of our imagination. 

There are various types of 
sensors depending upon the use and 
requirement, such as HC-SR04 which 
is an acoustic sensor and is used to 
measure distance with the help of a 
pair of trans-receivers that sends and 
receives audio signals to measure 

the distance just like a SONAR and 
therefore is sometimes also popularly 
known as SONAR sensor. Another 
popular sensor is MQ-2 which is a gas 
and smoke detection sensor and can 
be used to detect gas leakage at home. 
Similarly, HC-SR501 is an infrared 
sensor and can be used to design smart 
lighting solution discussed earlier.

These sensors when connected to 
the Arduino board pass the analogue 
data captured to the board where it is 
further processed with the help of a 
software program written in a popular 
programming language called C++. 
The processed data is then dispatched 
to be displayed on the screen in the 
form of numeric values in most of 
the cases or it can be transmitted to a 
remote location if the board has access 
to the Internet.

Similar to Arduino, the other 
popular board in the market is 
Raspberry Pi which is also used 
for developing home automation 
solutions and other educational tools 
complementing the former.

Components & Features
Now, let us understand some of the 
major components that make the IoT 
solution work as a single entity:

•	 Sensors: These are the instruments 
that measure the amount of activity 
in the surroundings and send it to 
the device for processing where the 

values are converted from analogue 
to digital for further transmission.

•	 Processor:  Like other computing 
devices, IoT based systems also 
have certain processing capabilities 
achieved via microcontrollers 
installed on them, which have an 
onboard RAM and a small storage 
space on the chip itself.

•	 Connectivity: IoT devices are 
capable of connecting to various 
other devices through wires or 
wirelessly using WiFi modules 
like ESP8266 which is a module 
designed for Arduino-based 
solutions.

•	 User Interface: These are the 
application programs installed 
on a mobile phone of a desktop 
computer where the data received 
from the sensors is displayed in a 
meaningful and human readable 
manner.

Apart from the components, there 
are certain desired features that any 
IoT based solution is expected to have:

1.	Interconnectivity: All the devices 
in a typical IoT network must be 
capable of communicating with 
each other directly or indirectly 
through a given medium.

2.	Heterogeneity: Till now we have 
understood that IoT needs to 
support a large number of devices 
within a network. It is not necessary 
that all of these devices will be of 
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the same type and specifications. 
Still, they must be able to exchange 
information among themselves for 
the smooth working of the system. 
Therefore, there is a need for a 
standard protocol for the exchange 
of such information.

3.	Scalability: Ideally there is no limit 
on the number of devices that an 
IoT network can have which means 
that theoretically the size of the 
network can increase or decrease 
by any amount at any point of time 
depending upon the need and the 
requirement and the same needs 
to be supported by the network  
without affecting its normal 
functionality.

4.	 Security: Since the data collected by 
the sensor might be highly sensitive 
in nature, therefore, there is always 
a need to ensure the security of this 
data while collection, transmission, 
and storage.

5.	 Robustness: The system needs 
to be robust enough to survive 
and operate through any sensor 
or device failure and function in a 
normal manner.

Applications of IoT 
•	 Healthcare sector: In this sector, 

IoT can be used to complement 
the life-critical systems thereby 
increasing the reliability and 
performance of the latter. Example: 
An IoT based device can be used in 
combination with a cardiac monitor 
in ICU to raise an alarm with the 
doctors in case of any abnormalities 
with the vitals. Similarly, it can be 
used in remote locations to transmit 
ECG and other medical readings to 
a doctor sitting far away for expert 
opinion hence also contributing to 
telemedicine.

•	 Agriculture Sector: Here the 
IoT can be used to gather live 
pedological data that can be used 
by the scientists and experts to help 
farmers get the maximum yield out 
of their lands.

•	 Transportation Sector: Smart and 
auto-controlled vehicles can be 
designed using acoustic or infrared 
sensors that can sense any hazardous 
situation and automatically take 
actions like applying brakes or even 
informing the emergency services 

with the location on a map in case 
of a life-threatening situation. Also, 
it can be used to track vehicles in 
real time and assist traffic police 
to check common violations like 
overspeeding and jumping traffic 
signals.

•	 Research and Development: 
Recently a popular space 
technology giant in collaboration 
with NASA has designed a wireless 
communication system for satellites 
that can be used for information 
exchange in a mesh network, which 
means that all the satellites would be 
able to exchange information with 
all the others in the same network 
hence making the collaboration 
more effective and reliable. Also, 
Arduino-based nanosatellites for 
educational purposes are quite 
popular among students.

•	 Safety and Security: As a part of 
security systems this technology 
can be used to ensure the safety of 
school going kids, the elderly and 
late night working women where 
a GPS can be tagged to the school 
bag or a purse and a geofencing 
system can be activated with time 
constraints. If a person is expected 
to be at a particular location at a 
specific time but is not, an alarm is 
automatically triggered informing 
the concerned person about the 
situation so that necessary action 
can be taken in time.  

Limitations of IoT
Covering all the possible solutions is 
beyond the scope of this article. But 
whatever we can think of around us has 
the potential to serve as a part of the 
IoT network. Of course, IoT does have 
certain limitations too:

•	 Since IoT is entirely based on 
sensors, the initial cost of the setup 
could be higher as compared to 
conventional approaches.

•	 Since it is an open-source 
technology, most of the sensors 
available in the market are 
duplicates and are of a substandard 
quality which might actually not 
meet the requirements of a critical 
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system hence leading to its failure.

•	 Since IoT mostly involves Internet-
based connectivity, there is always 
a fair chance of the network being 
hacked and the entire set of devices 
being compromised.

•	 Ensuring high availability for 
application-critical systems is 
really essential and is currently a 
great challenge for designers and 
developers to design low power 
consumption systems that are also 
supported with a backup facility in 
case of sensor or device failures.

•	 Since some of the IoT devices might 
run on batteries and would need to 
consume less power to sustain for a 
longer duration, running heavy duty 
processes on the device like complex 
encryption algorithms and other 
information processing functions 
quite frequently might result in early 
shutting down of the system as these 
processes would consume more 
power supply for their functioning.

•	 Also, there is very little that can be 
done for sensor authorisation as of 
now. This means in most of the IoT-
based systems it is difficult to ensure 
that only the authorised sensor is 
uploading the data to the server — this 
could result in a serious compromise 
of data integrity and security.

•	 Due to lack of the international 
standardisation, there are currently 
compatibility issues among various 

IoT devices that might use their 
proprietary protocols and services.

•	 There are other aspects too like the 
complexity of handling the system 
that might require some training and 
knowledge transfer for the initial 
period. Also, more sophisticated 
manpower is needed for the up-keep 
of such systems.

IoT in India
Looking at the immense potential and 
growth in this domain the Government 
of India has also decided to embrace the 
technology in a big way. It has decided to 
set up an IoT industry worth $15 billion 
by 2020. It has also planned to allocate 
a grant of Rs 18 crore over a period of 
five years in the initial stage to promote 
research and development in this area. 

Additionally, the government has 
planned to provide monetary help to the 
IoT based small and micro enterprises of 
up to Rs 6 lakhs per enterprise per year 
for putting up exhibitions outside India 
for the promotion of their products. 
Also, the government will be introducing 
IoT as a new subject in the curriculum 
of B.Tech, M.Tech and PhD courses 
along with other short-term certifications 
to build skilled manpower in this field. 
The government assumes that India 
would have around 5-6 per cent of the 
global IoT industries in the coming years 
(http://meity.gov.in/sites/upload_files/dit/files/Draft-IoT-
Policy%20(1).pdf). 

India has also come up with 
its new IoT-based airport at Sikkim 
inaugurated by PM Shri Narendra Modi 
on 24 September 2018. The airport is 
fitted with a landslide warning system 
comprising a battery of 200 sensors over 
an area of 150 acres capable of measuring 
various geographical disturbances and 
providing timely reports to avoid any 
mishappenings. 

However, we do not have any set of 
official guidelines on the use and spread 
of the IoT technology at present. But the 
legal drafting is underway for the setup 
of appropriate authorities like advisory 
committee and governance committee 
that would take care of any issue and 
review the documentation from time 
to time for the development of a better 
framework to operate effectively and 
efficiently.

The need of the hour is to explore 
this domain to the maximum possible 
extent and to come up with more and 
more innovative ideas and indigenous 
solutions to make the vision of Make in 
India and Digital India a grand success.
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