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A strategy based on principal component analysis (PCA) is presented for detection, identification and reconstruction of
faulty sensors. In this strategy, sensor fault detection is carried out by using multivariate statistics, faulty sensors are isolated
using principal component score contributions and reconstruction of faulty sensors is accomplished through the analysis of
fault direction vector. The performance of the strategy is evaluated by applying to a closed-loop controlled CSTR system.
The simulation results demonstrate the ability of the strategy for detection, identification and reconstruction of single and

multiple faulty sensors.

Keywords: Sensor, principal component analysis, controlled CSTR system

IPC Code: GO1N; G21C17/00

Performance monitoring and fault diagnosis is an in-
tegral part of successful operation of a process. Mod-
ern chemical industries are well equipped with meas-
urement sensors, which form a crucial link in provid-
ing information to controllers and operators. The sen-
sor measurements are highly correlated under normal
operating conditions, thus providing redundancy for
sensor fault detection and identification. The correla-
tions in sensor measurements are mostly due to physi-
cal and chemical principles governing the process
operation. Sensor faults can cause process distur-
bances, loss of control performance, profit loss or
even catastrophic accidents. Hard or catastrophic sen-
sor failures can be detected easily, whereas non-
catastrophic sensor degradations are difficult to detect
and identify due to correlative interactions. Therefore,
automatic detection and identification of sensor faults
is an asset for efficient monitoring and control of the
process.

In recent years, various techniques have been re-
ported for monitoring and diagnosis of faulty sensors.
Luo er al.' proposed a wavelet based sequential ap-
proach for real time sensor fault detection and applied
for fault detection in CSTR temperature sensor. This
approach mainly focuses on fault detection based on
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the analysis of a single sensor signal. Ying and
Joseph? proposed an approach of sensor fault detec-
tion using analysis of high frequency noise present in
the measurements. This method has been applied for
fault detection in temperature sensor of a hot air
blower and pressure sensor of a tank system, with
single control loop in each system. Dunia et al.? pro-
posed a method based on principal component analy-
sis for detection and identification of faulty sensors
and applied to a boiler process. In their method,
squared prediction error (SPE) is used to test the
breakdown of sensor correlations, and sensor validity
index is used to determine the status of each sensor.
Reconstruction of faulty sensors is carried out using
PCA based successive substitution and optimisation.
This method concentrates on the identification of a
single sensor assuming that one sensor fails at a time.
Doymaz et al.* proposed a method involving 7° and
SPE statistics for sensor fault detection, correlation
coefficients for sensor fault isolation and calibration
model for reconstruction of faulty sensors, and ap-
plied to a liquid fed ceramic melter. Most of these
techniques have been evaluated by applying to open-
loop systems or systems with single control loop. In
closed loop process operation, the controller’s effec-
tiveness depends on getting reliable data from the
sensors. If the sensor is faulty, the controller action
may become ineffective and can lead to degraded
process behaviour. Then it is necessary that its value
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be reconstructed so as to send the correct information
to the controller. Moreover, it is also important to di-
agnose sensors when faults occur simultaneously in
more than one sensor in processes with multi-loop
control operations.

In this study, a strategy based on principal compo-
nent analysis (PCA) is presented for detection, identi-
fication and reconstruction of faulty sensors. The
PCA model is constructed by transforming the high
dimensional original data matrix into a representation
space of significantly reduced dimension. The PCA
model so created based on the data of normal
operating conditions is then used as a basis of
reference for monitoring and diagnosis of process
Sensors.

The PCA based strategy of this study employs mul-
tivariate statistics for sensor fault detection, principal
component score contributions for isolation of faulty
sensors and analysis of fault direction vector for re-
construction of faulty sensors. The performance of the
proposed strategy is evaluated through simulation by
applying to a closed-loop operated non-isothermal
CSTR system.

Principal component analysis

Principal component analysis (PCA) is a well-
established multivariate statistical process control
technique, which builds low dimensional models from
the analysis and monitoring of routine process opera-
tions®. PCA transforms a number of correlated vari-
ables into a smaller number of uncorrelated variables
called principal components (PCs), which are linear
combinations of the measured variables in the data
set. The PCA based fault diagnostic approach is use-
ful because it focuses attention on a small number of
PCs representing large number of process variables.
The PCA model is established by the eigen value de-
composition of the covariance matrix of the original
data matrix. The data matrix can be denoted by X with
rows as samples and columns as variables. The co-
variance matrix of the normalised data matrix X with
m rows and »n columns is defined by

Covariance (X) = (X' X) / (m-1) .. (D

The PCA model divides the monitoring space into
two orthogonal subspaces, called the principal com-
ponent (PC) subspace and the residual subspace (RS).
Out of these two subspaces, normal data variation will
be captured by the PC subspace, and the abnormal
variation and random noise may be captured by the
RS. Thus, the PCA model decomposes X as the sum

of the product of » pairs of vectors, each pair consist-
ing of a nx1 vector called the loadings, P;, and a mx1
vector called the scores, T; plus a residual matrix E:

X=TP"+ TP +. .. . +T P +E .. (2

where the residual matrix E represents the information
not captured by the model. Each of the scores vectors
T; is simply the projection of X onto the new basis
vector P;

T,= X P, .. (3

Thus, the PCA forms latent variables (PCs or scores)
which are linear combinations of the input variables
and the loadings. The first few PCs capture the maxi-
mum amount of variance in the measurements. There-
fore, it is important to choose the adequate number of
PCs to represent the system in an optimal way. Vari-
ous methods have been reported for selecting the
number of PCs®. In this study, an average eigen value
method is used for selecting the optimum number of
PCs.

Strategy for detection, identification and reconstruction of
faulty sensors

Fault detection

In PCA, latent variables encapsulate the major
variation in the process. Hence, monitoring these
variables using various statistical measures can pro-
vide indispensable insight about the process charac-
teristics. In this strategy, fault detection is carried out
for both PC subspace and RS. The PC subspace is
monitored through the use of Hotelling’s t? statistic
and RS is monitored by using Q statistic’. These tests
provide better understanding of unanticipated changes
in each sensor characteristic.

Hotelling’s 7 statistic

Having established the PCA model, process behav-
iour can be referenced against the in-control model,
which is built using fault-free data. The new observa-
tions can be projected onto the plane defined by load-
ing vectors to obtain their scores. Hotelling’s t° statis-
tic determines the measure of variation within the
PCA model based on the retained principal compo-
nents. ° is the sum of normalized squares defined by

Tzi = tl'/lk-l t,'T =X Pk /1/(-1 PkTXiT (4)

If £ is the retained principal components, then P, and
T, represent the corresponding loadings and scores. In
the above equation, x; is the observation vector at i th
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sampling instant, ¢ is the i th row of the retained prin-
cipal component scores and 4, is the eigen values cor-
responding to the retained principal components. In
general, the higher the t* value, the more distant is the
observation from the mean. The matrix A is a diago-
nal matrix containing the inverse of eigen values as-
sociated with the k th eigen vector. The Hotelling’s
control chart then plots the sample ©° test statistic on
the vertical axis and the subgroup identifier on the
horizontal axis. An upper control limit on this chart is
obtained using F-distribution®,

Q Statistic

Q statistic is a measure of the amount of variation
not captured by the PCA model and it represents the
sum of squared errors. The Q statistic is also referred
as the squared prediction error (SPE). When a new
type of event occurs, this type of event can be de-
tected by computing the SPE of the new observations.
This statistic is defined as

Oi=ee .. 5

where e; = (I - P, Py"). O; is the sum of squares of each
row of E. When the process is in-control, the SPE
static represents unstructured residuals that cannot be
accounted for by the PCA model. When an unusual
event occurs, it results a change in the process mean
or variance structure which will be detected by a high
value of this statistic. The upper control limits for this
statistic can be computed based on the reference

datag.

Fault identification

When sensor faults occur, there will be a change in
correlation of the faulty sensor with other sensors.
This phenomenon can be used to find the identifiabil-
ity conditions for a fault. If m is the total number of
principal components and & is the number of principal
components retained, then the dimension of residual
subspace is m-£. Hence, the maximum degree of free-
dom available for any observation vector is m-k. It
has been shown that the necessary condition'® for
identifiability is m-k > 2.

Once a fault is detected by multivariable statistical
tests, the next task is to isolate the faulty sensors.
When these tests violate the confidence control limits,
the contribution of the individual variables can be
plotted and those variables having large contributions
are examined to identify the faulty sensors. Contribu-
tion plots can reveal the process variables which make

the highest contribution to the PCA model or to the
residues. When the SPE statistic violates its upper
control limit, the contribution of the individual vari-
ables can be plotted and those variables having larger
contributions are examined to indicate possible faults.
Similarly, if the variation in the model space (7%) be-
comes large, then contribution of each variable (x;) to
a large value of the j th suspect PC score (z) is given
by

Contribution (x;) = P; x; ... (6)

where P; is the weight of the i th variable (x;) in the
Jjth latent variable P;, and x; is the observation vector
over the time period in consideration. These values
are plotted against variable number. More details can
be found in the literature™.

Sensor fault reconstruction

Once the faulty sensors are identified, the immedi-
ate task is to rectify them prior to sending the signal to
controllers or in estimating the present state of the
process. In this work, fault free sensor information is
used for reconstruction of faulty sensors.

The task of fault reconstruction is to best estimate
x’, using the PCA model and fault direction & The
sample vector for normal operation is denoted by x,
which is unknown when a fault occurs. In the pres-
ence of a fault, the sample vector x can be represented
using a fault direction vector & which characterises
the effect of fault on the actual measurements,

x=x + f& )

where & is the normalised vector, and scalar f repre-
sents the magnitude of the fault. The reconstructed
vector x; is obtained by correcting x in the direction &

xi=x- /& ... (8

where f; is an estimate of the fault magnitude f which
measures the displacement in the direction &. The
distance between x; and the PC subspace is given by

the magnitude of residual vector, ||%||, or the SPE of
X

SPE; =H%~H2 ,

:H)z_fl.giu ... (9)
ol

F- g
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Here f; :fl.”fiu and .fio :i. The minimization of

SPE; leads to,

df l i

1

o fi= .»EZQT)E = rfl.OTx ... (10)
i &

xl_x'fifi
-0T
= I—i X .. (12)
<]

and )zl.:(z—gi gl.r);z

The feasibility of calculating f; assures the existence
of x; which is the best estimate for x by recon-
struction in the direction &. Further details on
faults reconstruction can be obtained from litera-
ture’®,

Application system

The sensor diagnosis strategy is evaluated by
applying to a closed-loop controlled CSTR system,
the schematic of which is shown in Fig.1. The
reactor has cross sectional area 4 with cooling
surface area A.. A single feed stream containing a
reactant 4 with flow rate of Qr and concentration
C,r enters the tank. The reactant 4 undergoes a first-
order exothermic reaction. A coolant flowing through
the jacket around the tank cools the reactor contents.
The dynamic model equations for the reactor system
are:

QFCAF - CV\/Z CA
Ah

dCA —
dt

—E/RT
—kye C,+

d_T_ kOeiE/RTCA (_AH) + QF (TF — T)
dt pC, Ah
+UAC (T.-T)

pC, Ah

.. (12)

dTC — QC(TCF _TC)+UAC(T_TC)

dt Ve pCCpC Ve
dh _ 0, ~C NI
dt A

where kp is Arrhenius constant; E is the activation en-
ergy for the reaction, R is the universal gas constant;
C, is the valve constant; AH is the heat of reaction; U
is the overall heat transfer coefficient; and p, p., and
C,, Cpc are densities and specific heats of reaction and
cooling liquid, respectively. The data used in the sys-
tem is reported elsewhere™.

The system is controlled by proportional integral
(PI) controllers. The concentration C, is controlled by
adjusting the coolant flow rate Qc, the reactor tem-
perature 7 is controlled by manipulating the feed flow
rate Or, and the height of the liquid in the reactor h is
controlled by changing the flow rate of the output
stream Q. The proportional and integral constants
used for the controllers are 0.05 and 100.0 for concen-
tration controller, 0.05 and 100.0 for reactor tempera-
ture controller, and 2.0 and 25.0 for the liquid level
controller, respectively. The system is simulated with
the help of fourth order Runge-Kutta method. In order
to represent the actual data, random Gaussian noise of
about 5% to the magnitude of the variables is added to
the simulated data.

Results and Discussion

The ability of the proposed strategy is evaluated
through simulation by applying to a non-isothermal
CSTR. The process operation for a time period of 25

-7
I

Fig. 1 — Jacketed CSTR with control scheme
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min is considered for the analysis and diagnosis of
sensors. This operation period corresponds to the
treatment of 500 data sets, each data set involving 4
sensor measurements, namely, reactant concentration,
reactor temperature, coolant temperature and liquid
level in the reactor, respectively. The first 100 data
sets of the operation period are considered as fault
free data, and used to build the PCA model. The
remaining data sets represent faulty operation. Single
and multiple sensor faults are introduced in
measurement sensors in the form of high percentage
noise. Confidence limits for normal operation are
obtained assuming that the data is under normal
distribution. The measurements of normal operation
are corrupted using random Gaussian noise of 5% to
the magnitude of the original variables. The sensor
measurements below 5% noise limit is considered to
be under normal status. Sensors with noisy
disturbance of above 5% random Gaussian noise are
considered to be faulty. The covariance matrix of the
normal data is used to calculate eigen values and
eigen vectors. The average eigen value technique is
used to evaluate the optimum number of PCs to be
retained.

The multivariate control charts, namely, t° chart,
Q/SPE chart are used for fault detection. The results
of 7% statistic and Q statistic for normal status of the
process are shown in Fig. 2. The squared prediction
error to the Q statistic is calculated for every new ob-
servation and plotted against the sampling time. Con-
fidence limit for this Q test is calculated to be 0.002.
Fig. 2(a) shows that the normal process operation of
the entire run (25min) is below the limit of 0.002. Fig.
2(b) shows the results of Hotelling ©° statistic for
normal operation. The calculated confidence limit for
this test is 4. The results show that the plot is com-
pletely below the limit of 4 indicating the normal be-
haviour of the process. The results of plots shown in
Fig. 3 indicate the violation of the confidence limits
from normal operation due to sensor faults. Initially
the process is under normal operation, and after 5 min
of elapsed time, faults are introduced into different
sensors. A random Gaussian noise of 10% to the
magnitude of original variables is considered to be the
case of sensor faults. The results of Q plot and ©° plot
shown in Fig. 3 clearly indicate the faulty operation.
Thus, the t? and Q statistics are able to successfully
detect the sensor faults.

Once the fault is detected, the individual contribu-
tions of each sensor variable to the suspected princi-

1.5

o,; Lt Y IL J m |“'|| /| h“ -l.l ::m (LA uILl.M
0

00 200 300 400 500
Sampling Time

Fig. 2— Tests for normal operation: (a) Q statistic, (b) ¢ statistic
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Fig. 3— Tests for faulty operation: (a) Q statistic, (b) < statistic

pal components are computed to identify the faulty
sensors. Isolation of faulty sensors is carried out using
the procedure described in the previous section. Fig.
4(a) shows the results of fault isolation when a fault is
considered as 20% noise in reactor temperature meas-
urement sensor. Fault is also introduced in more than
one sensor simultaneously in a single plant run. The
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Fig. 5— Fault detection tests after reconstruction: (a) Q statistic,
(b) 7 statistic

results of the strategy when faults occur as 20% noise
in reactor and coolant temperature measurement sen-
sors are shown in Fig. 4(b). These results show the
effectiveness of the diagnostic strategy for identifica-
tion of single and multiple sensor faults.

Sensor fault rectification is carried out using the re-
construction procedure based on the analysis of fault
direction vector as illustrated in the previous section.
When reactor temperature sensor is faulty, its recon-
struction is carried out using the fault direction vector
&as [0 10 0]. When both the reactor temperature and
coolant temperature sensors are faulty, the fault direc-
tion vector used is [0 1 1 0]. The sensors after recon-
struction are further tested through fault detection
tests. The results of these tests shown in Fig. 5 indi-
cate the rectification of sensor faults due to recon-
struction. The information on reconstruction is fed to
the controllers to maintain the specified process op-
eration. Previously reported methods for sensor fault
diagnosis'®*® employ a procedure in which sensor
faults are isolated after reconstruction of all the sen-
sors in the process. The sensor fault diagnostic ap-
proach presented in this study employs a procedure in
which faulty sensors are diagnosed prior to recon-
struction. Thus, by this strategy, only faulty sensors
can be reconstructed instead of reconstructing all the
sensors. Diagnosis of sensor faults prior to reconstruc-
tion has the advantage that the reconstruction can be
carried only if fault exists in sensors.

Conclusion

In this study, a principal component analysis based
strategy is presented for detection, isolation and re-
construction of faulty sensors. The performance of the
strategy is evaluated by applying to a non-isothermal
CSTR system. The results demonstrate the effective-
ness of the strategy for identification and reconstruc-
tion of single as well as multiple sensor faults.

References
1 Luo R, Misra M, Qin S, Barton J & Himmelblau D, Ind Eng
Chem Res, 37 (1998) 1024.
2 Ying C M & Joseph B, Ind Eng Chem Res, 37 (2000) 396.
3 Dunia R, Qin S J, Edgar T F & McAvoy T J, AIChE J, 42
(1996) 2797.
4 Doymaz F, Romagnoli J A & Palazoglu A, Chemometr Intlg
Lab Sys, 55 (2001) 109.
Tong H & Crowe C M, AIChE J, 41 (1995) 1712.
Valle S, Li W & Qin S J, Ind Eng Chem Res, 38 (1999) 4389.
7 Russel E L, Chiang L H & Braatz R D, Chemomet Intlg Lab
Sys, 51 (2000) 81.
MacGregor J F & Kourti T, Control Eng Pract, 3 (1995) 403.
9 Jackson J E & Mudholkar G S, Technometrics, 21 (1979)
341.
10 DuniaR & Qin S, Control Eng Pract, 6 (1998) 457.
11 Yoon S & MacGregor J F, AIChE J, 46 (2000) 1813.
12 Singhal A & Serborg D E, AIChE J, 46 (2000) 1556.
13 DuniaR & Qin S J, Comput Chem Eng, 22 (1998) 927.

[o2 &) ]

(o]



